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Article 30 Record of Processing Activities

and ible data handling.

Processing Activity Purpose Data Subjects Personal Data Categories Source ents / Processors Third Country Transfers Retention Security Measures Lawful Basis
Payment & Subscription Management Faciltate payments, invoicing & | Customers, Site Admins Article 6 - This includes any Article 9 - Sensitive personal data | Data subject 1. PayPal, 2. Stripe, Braintree, Chargebee, Xero, Maxio, Paddle, | Yes (US providers) Data is generally retained for 5 to 10 financial years after | Secure hosting Contract, Legal
information relating to an identified | that requires higher protection GoDaddy, UMB, Vanguard, Equitable, Principal the end of employment, client or partner relationship, with | Secure site Obligation

subscription services

or identifiable person.

Contact, payment, billng details, invoice
data, contracts

Contact details (name, surname, email)
Contact details (name of partner, email,
name and surname of partner
representative)

Pension

Supplier details (name, surame, email,
bank details)

Billing information (name, address,
order information)

Sick leave

extended periods (up to 7 years) for supplier records in

line with financial and legal obligations.

Access controls
User authentication

Platform Monitoring & Performance

Ensure uptime, performance, and
infrastructure health

Users, Site Admins

Name (frst name, last name, sumame)
Email address

Phone number

Work contact details (email,ttle,
lemployer, job title)

Address (including postal addresses)
Country

Bugcrowd usermame

Activity and contribution

Schedules

Site behaviour analytics

Usage records

Internetinetwork activty (browser, OS,
pages visited, etc.

Login deais aghn normation

Profla informatin (user-entered profe
felds)
Email contents

Document contents.

Form entries

Published research documents
Personal presentation / summary of
presentatio

Gravatar image

Usernames.

Identifiers (e.g. name, username, email)
IP addresses in logs

Source code containing names

Any non-anonymised data from
production (used in testing)

Commercial information (products used)
Product of interest

Company name

Contribution information from Bugcrowd
(if claimed)

Anonymised data from other institutions
Moodle internal logs (potentially public)
Staff and contractor data used in test
cases

Biometric data (pictures, video, voice
recordings)
Health records

System logs

LogsHero, NewRelic Inc., Graylog, Cloudflare Avast Antivirus,
Amazon AWS, Adobe, Site 24/7, JetBrains, AWS, Atassian,

Google, PagerDuty, Sendy,
LimeSurvey, Matri

rosoft, Zoom, Bitwarden, Hetzner,
usign, Microsoft Azure, Datadog, Uptime

ocusign,
Robot, NakedSSL, Teleport, Veracode, ObjectiveFS, UHCP, Drata

Yes (monitoring tools)

Data is generally retained for the duration of employment

or active service

use, with extensions of up to 7 years for

compliance (e.g. financial records and logs). Site data
may be retained for 1 year after deactivation, while

backups and indexed data may have shorter or roll
retention periods. Personal data may be anonymi

ised

where appropriate, and retention aligns with the original

purpose of collection.

Secure hosting
Secure site

Access controls

User authentication (encrypted)
Usemnamelpasswords hashed

Contract, Consent

User Access & Training (e.g., MoodleCloud)

Register users, deliver training,
support, nofifications

Users, Training Participants

Name (first name, surname)
Email address

Telephone number (optional)

Location & Identifiers (when linked to a
user)

Country

Billing count

Location (geolocation if it identifies
someone or contributes to identification)
IP address

Site name (if connected to user identity)
Person ID #

Payment method details (excluding
credit card number and CVV, still
personal if linked to identity)

Financial data

Moodle activity data

Moodle activity data (when errors occur)
Any data submitte

Any data subr during a session
Data submitted in a document

Data subject

Okta, LDAP directory service, Office 365, Airnotifier, Zoom,
Calendly, FreshDesk (Freshworks Inc.), Google Workspace,

Moodlebot / Telegram Bot ,SOLR,

Slack, Datalake, AWS,

Braintree, Paypal, Chargebee, Logzio, Mailchimp, New Relic, Big

Blue Button, Intercom, Salest

force, Hubspot, Hetzner, Donut,

Rotation, Canva, Screenpal

Yes (marketing platform)

Data is generally retained until account termination or
upon user request. Certain services retain data for a

limited period (e.g. 30-90 days) following account

closure, while others retain data for up to 7 years to meet
financial obligations or until the user or site is deleted in
Moodle. Marketing and sales data is kept for up to 3

years based on status, or until manually removed.

Access limited to select Moodle
employees orcontractors,
using personal acco

Access often Dmlecled by
optional or required 2FA (Two-
Factor Authentication)

AWS — Access limited to
MoodleCloud team, using
personal accounts and 2FA
Braintree — Access limited to
select Moodle
employees/contractors, using
personal accounts and optional
2FA

Chargebee — Access limited to
select Moodle
employeesrmmracwrs using
personal accounts and 2FA
MailChimp — Access limited to
select Moodle
employees/ccmrac(ors using
personal accounts

Logz.io — Access limited to
Moodle employees/contractors,
using personal accounts.

w Relic — Access limited to
MoodleCloud team, using
personal accounts
Intercom Engage, Salesforce,
HubSpot - Access limited to

employees/contractors, using
personal accounts

~ Access limited to
select Moodle
employees/contractors, using
personal accounts

Superset (select dashboard) —
Access limited to select Moodle
employees/contractors, using
personal accounts
MoodleCloud users must be

Contract, Consent

logged in to view recordings




Developer & Testing

Code testing, QA,
research

Developers, Testers.

Name (frst name, last name, full name)
Email address

Phone number

Address

Personal contact information

Contact details

Moodle HQ employee contact

Passwords (e.g., for cloud services —
Wwhile sensitive, not special category)
User logins (including HQ staff logins)
Login information

Profile data / personal profile
information

IP address

Website usage and passed traffic data
Any data supplied over the site's
network

Usage records

Calendar events

Linked documents.

Email contents

Email logging

Document contents

Scan data from local computer
Free-form chat data

Any data listed in trackers

Employees' personal data (general)
Alerts relevant to employee data (unless
it includes health/biometric data)

Error log messages (potentially
including usernames)

Internal logs (e.g. Moodle logs)

Open system development data (may
include usernames)

Cloud-stored work data

Sick leave
Health records
Biometric data
Recorded video
Scan data from devices (if it includes bioj

Data subject, system

JIRA  Tracker (Atlassian), Moodle DevPad, Atlassian (Jira,
Confluence, Opsgenie), Zapier, Basecamp, Teamwork, Toggl,
|Adobe Creative Cloud, Invision, AWS, Github, Gitlab, Hetzner,
InVision, Optimal Workshop, Calendly, Google, Slack, Bugcrowd,
Gravatar, Clockify, Axe DevTools, Keeper

Yes (code hosting)

Data is generally retained while the account is active, with
some services anonymising or deleting data after
inactivity (e.g. 1 year), or retaining it for up to 7 years to
meet legal or tax obligations; otherwise, data is kept until
the user opts out.

Login and password
Two-factor authentication
A

FA)
Two-step authentication
Multifactor authentication
Username/passwords hashed
Role-based access control
(RBAC]
Some access controls based
on login, but open account
creation
Login and password, but
content is publicly available
online
Logins required to view
personal data
Minimal HQ staff and
contractor access
Limited access to JetBrains
account
Limited access to Adobe
account with profile data
Limited access to recordings
and limited staff able to
administer account
Larger webinar accounts with
limited access

Site is open by design (even if
passwords are hashed)

Google safeguards the data in
their system as per their
privacy policy

PagerDuty - Information
Security Practices (PDF
reference)

User authentication (encrypted)
SSL encryption

Encryption at rest and in transit
Encrypted storage and transfer
Pseudonymisation

Backups

Data retained only for as long
as required

Two-factor authentication is
offered, but account content
security is the user's

Contract, Consent

Community Engagement & Surveys

Recruitment & outreach for
studies, feedback gathering

Community users, employees

Name (first name, surname, additional

Email address

City

Country

Timezone

Occupation (job title, role, sector)

Organisation / Institution

Department

Description / Bio

Languages spoken

Interests

Course results

Login and personal profile information

Details of development project

participants

Guest identity (name, email)

Identity data (generalized grouping)
s

Phone number
Telegram handle

Web page / Website URL
IT admin email address

Contact details (general grouping)
IP address

Resource access data

Website traffic data

Activity and contribution (e.g.
participation in courses)
User-contributed content (e.g. forum

posts)
Website usage data

| Technical logs

Payment details (amount, currency,
method, gateway)

Customer ID (e.g. from Chargebee)
Invoice number

Transaction number

Financial data (generalised grouping)
Marketing and communications.
preferences.

Communication records (messages

Dietary requirements
Access requirements
Biometric data (optional)

Data subject

Limesurvey, Optimal Workshop, Google Forms, YouTube,
Akismet, AWS, Hetzner, Birdie, Twilio, Evernote

Yes|

Atthe descretion of the data owner. Data is retained for
as long as the user's account remains active or until they
choose to delete it. Certain contributions, like
documentation edits, are preserved long-term to maintain
record integrity but can be removed through our privacy
tools. Overall, data is kept only as long as necessary to
support the piatform and its communty.

Secure hosting
Secure site

Access controls

User authentication

User authentication (encrypted)
Username/passwords hashed
Multifactor authentication
(MFA)

Encrypted storage and transfer
Encryption at rest and in transit
Pseudonymisation

Backups

Password authentication
Role-based access control
(RBAC)

SSL encryption for user data
access

Audit logs (including logins and
unauthorized access attempts)
Some access controls based
on login (ID and password), but
account creation is open

Contract, Consent




Recruitment, HR & Onboarding

Attract, vet, onboard personnel

Candidates, Employees

Name (first name, surname, full name)
Email address (work and personal)
Phone number (including personal cel)
Address (home or work)

Social media profile links

Emergency contact details
Relationship with employee (for
emergency contact or dependent)
Communication details

Date of birth

Gender

AADHAAR number (India-specific)
PAN number (India-specific)
Educational history

Work history

Role and title

Organisation name

Manager

Division

Hire date

Termination date (if applicable)
Performance information
Performance opinions

Remuneration / salary details
Job-related interests

Leave data

Banking details

Tax details / Tax information
Superannuation details
(pension/retirement)

Qualfications

Referee candidate details (contact info,
role, organisation)

Personal employees/contractors
information

Contractor remuneration details

c financial information

Photograph (if provided)
Driver’s license
Biometric data (fingerprints, face scans,
Health records

or felony history (if applical

sport
ID documents (birth certificate, social seq

Data subject

BambooHR, Google, Linkedin, Seek, Workable, Infojobs, Latlice,
Latto, BTS, Organimi, Grasshopper, GraytHR, Employee
Navigator / Ignite, Vanguard, Aditya Birla Capital, Moodle US,
LLC, United States Citizenship and Immigration Services,
CastleBranch, Employee Navigator / Ignite, E-Verify, United Health
Care, Gravie, HealthiestYou / Teladoc

Possibly (cloud tools)

Data is generally retained for up to 2 years for
recruitment, or 7 financial years following contract
termination, depending on purpose, contract terms, or
system use status.

Secure hosting

Secure site

Access controls

User authentication

Secure hosting (AWS)
Encrypted in transit and at rest
Minimal internal access to
sensitive data (only one P&C
team member at this time)
Results are not shared
Minimal intemal access to
sensitive HR data

Contract, Legal
Obligation

Partner Relations & Marketing

Manage partner interactions,
profiles, case studies

Partners, Site Users

Name (first name, last name, surname)
Email address
Phone number

ddresses
Contact details (general)
Country
IP address
UTM information
HQ authentication information
Login and personal profile information
Company name
Job title
Services and corporate information of
applicants
Partner organisation details
Partner details
Partner employees
Partners’ client details
Moodle partner contact details
Client det
Client statistics and invoicing
Personal presentation
Summary of applicable presentations
Client financial information
Financial records
Site behaviour analytics
User and activity data
User details
Staff records

Voice recordings
Video recordings
Photographs of users

Partners, Data Subject

MailChimp, Pardot, Salesforce, Sendy, Tableau, Eventsforce,
Google Analytics, Hubspot, Groove, X, Zapier, Zoom, Big Blue
Button, Asana, Teamwork, Lucid Software, PandaDoc, Whistic,
Dropbox

Yes (global partners)

Data is generally retained for up to 5 years or until opt-
out, or for the duration of employment o the Partner
agreement (MPCA), with shorter periods (e.g. 30-90
days) for backups, cookies, and logs, and otherwise only
as long as required for the original purpose or until the
user leaves.

Secure hosting
Secure site

Access controls

User authentication
Encrypted user authentication
Usernamelpasswords hashed
Backups

w
Audits / regular audits
Monitorin
Google Drive security

Google Drive

Access control lists on site limit
access (limited internally o
Moodle staff and contractors)
Access limited to select Moodle
with

access to Zapier
Access control

2FA (Two-Factor
Authentication)
Transmission control

Input control

Availability control
Document version control
Data is generally aggregated
and access is limite

Logins required to view
personal data

Consent, Contract

ion History:

This Record of Processing Activities (ROPA) document is maintained and updated

regularly to ensure accuracy
reflects changes

safeguards.

Last Updated:
October 2025

and compliance with GDPR requirements. Each version
such as consolidation of duplicate entries, addition of new
processing activities, updates to data categories, or clarif

d

ations on lawful basis and




